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1 INTRODUCTION

1 Introduction

What is Neurodesk? Neurodesk [1] is a Linux (type of operating system) based environment, with different engineering tools and programs
built inside it, that facilitates the analysis of neuroimaging data (MRI). Many of those tools and programs require specific operating system,
configuration and architecture that not all computers necessarily meet. Neurodesk provides a convenient platform that satisfies all the

minimum requirements, and allows end users to simply use them without further actions.

Neurodesk operates as a container. In software engineering [2], containerization is operating system-level virtualization or application-
level virtualization over multiple network resources, so that software applications can run in isolated user spaces called containers, that
can be compared to virtual machines, in that they allow users to create a virtual, isolated computing environment with an operating system

separate to that of the host machine.

The containers of Neurodesk are automatically built in an application called Docker, that requires seperate installation, like Neurodesk.

The installation of both of them on Windows based environments poses several challenges, that this document comes to help overcoming.
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2 Installation procedure on physical stations

2.1 Docker installation
2.1.1 Prerequisites
The installation of Docker requires several components [4]:
1. Operating System.
(a) Windows 11 64-bit: Home or Pro version 21H2 or higher, or Enterprise or Education version 21H2 or higher.
(b) Windows 10 64-bit: Home or Pro 21H2 (build 19044) or higher, or Enterprise or Education 21H2 (build 19044) or higher.

2. WSL. WSL version 1.1.3.0 or later. WSL stands for Windows Subsystem for Linux, that lets [3] developers run a GNU/Linux environ-
ment (including most command-line tools, utilities, and applications) directly on Windows, unmodified, without the overhead of a
traditional virtual machine or dualboot setup. The WSL 2 feature on Windows should be turned on. In order to successfully run the

WSL feature on Windows, several prerequisites should be satisfied:
(a) 64-bit processor with Second Level Address Translation (SLAT).

(b) 4GB system RAM.

(c) BIOS-level hardware virtualization support must be turned on in the BIOS settings.

How can we check whether these requirements are satisfied or not? Let’s check the components one by one:

Regarding the operating system’s edition and version, you should press the winkey button on the keyboard, write “system” in the start
menu search bar, and choose the first result. Under the “Windows specifications” field, the edition and version can be found (figure 2.1-a).
If the version is older than required, you can simply update it: in the start menu write “check for updates” and click the first result. Then

click “check for updates” (figure 2.1-b). If new version of windows is available, it will be installed. If not, it’s possible to download it online.
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Figure 2.1: (a) Checking Windows’ version and edition; (b) Windows update service

Now, let’s check if the computer satisfies the hardware requirements in order to successfully run the WSL feature:

1. Processor. Go to the “System” window (figure 2.1-a), and look at the Device specifications field, in which the processor type is
described (figure 2.2-a).

2. RAM. Go to the “System” window (figure 2.1-a), and look at the Device specifications, in order to see the amount of installed RAM
(figure 2.2-a).


https://www.microsoft.com/en-us/download/windows
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3. BIOS & SLAT. At the start menu search bar, write “cmd”, and run it as an administrator. Then write “systeminfo” and press enter. Find
the title of “Hyper-V requirements”, and look at the lines “Virtualization Enabled In Firmware” and “Second Level Address Translation”
(SLAT). If the word “yes” appears next to them, then the virtualization is enabled in the BIOS, and the processor supports this feature
(figure 2.2-b).
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Figure 2.2: (a) Hardware information; (b) Hyper-v Requirements (BIOS and SLAT)

After you make sure your computer can run the WSL feature, it’s time to turn it on. In order to do so, press the winkey button, write
appwiz.cpl, and then choose the first result. After the “Programs and Features” window opens, click the “Turn Windows features on or off”
option (admin privileges are required), and in the following list (figure 2.3), check the “Windows Subsystem for Linux” option, and then
reboot the computer.
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Figure 2.3: Turning “Windows Subsystem for Linux” on

2.1.2 Installation

Now you can install Docker on your computer. Go to this website, and click the “Docker Desktop for Windows” button. When the download
is complete, go to the “downloads” folder, and double click the “Docker Desktop Installer” file (make sure you run it as administrator). When
the installation begins, make sure you check both options: “Use WSL 2 instead of Hyper-V” and “Add shortcut to desktop (figure 2.4). Then
press OK, and wait until the installation is finished. When it’s done you will have to reboot your computer.


https://docs.docker.com/desktop/install/windows-install/
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Figure 2.4: Installing Docker Desktop

After the reboot, log in and try running Docker. You might encounter the following error: “Docker Desktop - WSL kernel version too low.

Docker Desktop requires a newer WSL kernel version” (figure 2.5).

€3 Docker Desktop X
° Docker Desktop - WSL kernel version too low
Docker Desktop requires a newer WSL kernel version.

Update the WSL kernel by running "wsl —update" or follow instructions at
https://docs.microsoft.com/windows/wsl/wsl2-kernel.

Figure 2.5: “WSL kernel version too low” error

In this case, there are two solutions:

1. Run cmd as administrator (as shown in figure 2.2-b), an write the command: wsl —update (notice the double hyphen before the word
“update”). If everything works fine, a window of “User account control” will open, and ask you allow the app to make changes (figure

2.6). Choose yes, and wait until the installation is finished.
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Figure 2.6: Updating WSL kernel version
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If you encounter an error after running the command (figure 2.7), move to the second solution.
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Figure 2.7: “A specified logon session does not exist” error

2. Go to this website, and download the update “WSL2 Linux kernel update package for x64 machines”, and run it with administrator

privileges. It should solve the previous errors (figure 2.5 and 2.7).

Now Docker is properly installed on your station. The next step is to add all the users that will work with Docker to the right security group.
In the start menu search bar, write “compmgmt.msc” and run it as administrator: right click on the result and choose “run as administrator”
(figure 2.8).

i1
All Apps Documents Web More ¥ To see work results, ple:
account.
Best match Verify your account »
2.
$ compmgmt.msc
, Microsoft Common Consple Document T3 Run as administrator
Now - )
Search the web 0 Open file location
1 /O compmgmt.msc - See web results |D Copy path troso
£ compmgmt.msc windows 10 >
——
F x I 0 compmgmtmsc command > Location c
I
V 4 o A2 compmgmtmsc as administrator >
a fy = Open
< > 4 £ compmgmt.msc users >
; ; p| £SO Run as administ
— £ compmgmt.msc windows 11 > ) .
Ealind u Open file locatic
ol £ compmgmt.msc download > ) Copy path
Vi%h | compmgmtmsc command line >
arccos
- Im
PO i
= O
T
1/0 compmgmt.msc I
Mo @BErCcsEABAOD

Figure 2.8: Opening computer management

In the computer management window, choose “system tools”, then “local users and groups” then “groups”. Look for the “docker-users”
group, and double click it. In the “properties” window, press the “add” button, and insert the names of the users that will be using Docker.
Pay attention: if the users are local (i.e. exist only on your local machine), make sure you write the name of your computer before the user
name. For exmaple, if the station you are working on is “T-BM-135-135", and the user is “new”, you should add: t-bm-135-135\new. You
can add several users, as many as you like, but make sure to use the validation button “check names”, on the right. After you have finished

adding all the relevant users, press “OK”, and then “apply” to apply the changes you have made (figure 2.9).


https://learn.microsoft.com/en-us/windows/wsl/install-manual#step-4---download-the-linux-kernel-update-package
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Figure 2.9: Adding users to the “docker-users” security group

If one of the users you have added is “regular” (i.e. without admin privileges), you might encounter the same error whown in figure 2.5,

when you try to run Docker. In this case, there are two solutions:

1. After logging in using the “regular” user’s credentials, run Docker with administrator privileges. How? search Docker in the start
menu, right click its logo, and then choose “run as administrator”. You may be required to insert the administrator’s credentials (user
name and password). If this still doesn’t work, or you don’t want to run Docker with administrator privileges, move to the second
solution.

2. Login using an administrator account. Open the file explorer (recycle bin is also fine), copy this path “C:\Program Files\Docker\Docker”
and paste it in the url bar at the top of the window. Find the “Docker Desktop” exe file, right click it, and choose “properties” (figure
2.10).
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Figure 2.10: Finding the “Docker Dekstop” exe file
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In the “Docker Desktop properties” go to the “security” window, and press edit. In the “persmissions” window, press add. In order to

make sure that anyone who uses your computer can run Docker without problems, add “everyone” and press the validation button
(figure 2.11).
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Figure 2.11: Changing Docker Dekstop permissions

After you have added everyone to the list, change the permissions to “Full Control”: you want to make sure everyone can run the file
without admin privileges (figure 2.12). Then click “apply” to apply the changes you have made.
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Figure 2.12: Changing Docker Dekstop permissions
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2.2 Neurodesk installation

Once you have installed Docker and managed to overcome all the problems, you can move on and install Neurodesk. Go to this website,
and download “Windows Installer”. Run it with administrator privileges, and wait until the installation process is complete. If Windows is
“reluctant” to install this program, just click “more info” and then click “run anyway” (figure 2.13).

Windows protected your PC

e Jf o

Figure 2.13: Installing Neurodesk

After the installation is finished, you may want to run Neurodesk to check that everything works fine. Make sure to first run Docker, and
only then run Neurodesk. When the Neurodesk window is opened, choose “Open local Neurodesk”. If the update message pops up, try
downloading and installing the newest version of Neurodesk. If the newest version is already installed, just ignore the message and click
the X button (figure 2.14).

NEUR&DESK

Start Update X

" Open Local Neurodesk. | There is a new version available. Download the latest version from
the Releases page.

]
amp Connect to remote Neur¢

Recent sessions

No history yet

Figure 2.14: Running Neurodesk

If you run Neurodesk for the first time, it may take some time before the program opens. If the “Windows Security Alert” message pops up
- allow the access (figure 2.15).


https://www.neurodesk.org/docs/getting-started/neurodesktop/neurodeskapp/#downloading-neurodesk-app
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Figure 2.15: Windows Security Alert message

Once Docker and Neurodesk are working, this is what they are supposed to show:
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Figure 2.16: Docker and Neurodesk
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3 Installation procedure on virtual machines

3.1 Motivation
One might want to install Neurodesk on virtual machines, rather than physical machines for two main reasons:
e Creating a convenient environment to run Neurodesk by many end users.

¢ Creating an environment to run Neurodesk in case the physical station does not satisfy the minimum requirements described previ-
ously.

Either way, virtual machine is a convenient solution that can fulfill both needs mentioned above. Virtual machine simulates a physical
computer that can run Windows based operating systems (or Linux, for that matter), only it’s created on a server, rather than a stand alone
computer. Past experience teaches that not all virtual machines are suitable to install Docker and Neurodesk, but only the ones that sup-
port the nested virtualization feature. What does that mean? Since Neurodesk itself runs on a Linux based virtual machine, and we install

|II

it on a Windows based virtual machine, we need to make sure the “external” virtual machine has the right characteristics to support this

structure. In fact, we install a virtual machine inside a virtual machine, to form some kind of “nest”.

After many trials and failures, we have come to the conclusion that the best platform to create the virtual machines is Azure Cloud. We
have also created several virtual machines, and successfully managed to install Docker and Neurodesk on all of them. The main challenge
to be addressed is creating the virtual machines. Installing Docker and Neurodesk on them is as described in the previous chapter.

3.2 Creating the virtual machine

Before creating anything, you should first need to subscribe to Azure Cloud and settle the billing with the customer service. Make sure you
do it as soon as possible, so you could access the console and create the right machine for you. Go to Portal Azure: Link, and make sure

you are logged in with the right credentials (figure 3.1).

= c EI portal.azure.com/#home I T

Microsoft Azure £ Search resources, services, and docs (G+/)

Azure services
T = w0
a
4 & ] & -
Subscriptions Quickstart App Services  SOLdatabases  AzureCosmos  Kubernetes More service:
Center DB services

T
%
&
@

@

+ [=

Virtual
machines

Resources

Recent  Favorite

Name Tune Last Viewsd

Figure 3.1: Accessing Azure portal with the right credentials

Figure 3.1 shows the main screen of Azure portal. In order to create a virtual machine, click “Virtual Machines” as shown in the picture.
Now, in the next screen, click the “create” button, and choose the first option: Azure virtual machine (figure 3.2). Pay attention: before
creating many machines (as the number of people that will be working with Neurodesk), create ONE sample and make sure everything
works fine on it. Only then you should move on and create more machines with the same configuration.
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Figure 3.2: Creating a virtual machine

You are now on the “create a virtual machine” screen, inside the “Basics” tab. There is no need the change the subscription and the resource
group definitions, as well as the availability options and availability zone. Regarding the region - consult the customer service and ask them
what would be the best option. Please note that different regions can change the cost of the virtual machines’ operation (figure 3.3).

Home > Virtual machines >

Create a virtual machine

Basics | Disks  Networking Management  Monitoring ~ Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn maore

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources,

Subscription * (D | iucc-mri-course 4 ‘

Resource group * (O | (New) sample_group 4 ‘

Create new

Instance details

Virtual machine name * (O | sample vy ‘
Region* @ [ Us) East Us v
Availability options (O | Availability zone ~ ‘
Availability zone * (O | Zones 1 v ‘

o You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learn more &

Figure 3.3: The “Basics” tab

You do need to choose a name for the virtual machine: try using an informative name, related to your project. Under security type choose
“Standard”, and under image choose “Windows 11 Pro, version 22H2 - x64 Gen2”. It’s possible to choose also “Windows 10 Pro, version
22H2 - x64 Gen2” (figure 3.4). However past experience shows that working with Windows Server based operating systems may cause
many problems, and is not suitable for working with Neurodesk.
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Security type @ I | Standard I s |
Image * © | = Windows 11 Pro, version 22H2 - x64 Gen2 v |
See all images | Configure VM generation
VM architecture (@ ArmMos
®) x64
o Armbd is not supported with the selected image.
Run with Azure Spot discount @ D
Figure 3.4: Choosing the security type and the image
Under size, choose “Standard_D4s_v5 - 4cpus, 16 GiB memory” (figure 3.5).
Size* (O Standard_D4s_v5 - 4 vcpus, 16 GiB memory v

See all sizes

Figure 3.5: dize definition

Click the “see all sizes” button located under the drop down menu, and in the search bar write d4s, then press enter. You will get several

options, choose the D-series v5 and click the “select” button at the bottom of the screen (figure 3.6).

Select a VM size

s X vCPUs : All

RAM (GiB) : All

Display cost : Monthly t Add filter

Shewing 3 of 778 VM sizes. Subscription: iuce-mri-course Region: East US Current size: Standard_Dds_v5 Image: Windows 11 Pro, version 22H2 Learn more about VM sizes o Group by series
VM Size T4 Type T4 vCPUs Ty RAM (GiB) Ty Data disks T Max IOPS Ty Temp storage (GIB) T4 Premium disk T4 Cost/month T4
o Mot used by Azure users 7 The maost used sizes by users in Azure
Dds v3 A~ General purpose 4 16 8 6400 32 Supported
~  D-Seriesvs The Sth D family sizes rec for your general purpose needs
Dds_v5 General purpose 4 16 8 6400 0 Supporied
» D-Seriesv4 The 4th generation D family sizes for your general purpese needs
> D-Seriesv3 The 3rd generation D family sizes for your general purpose needs

Figure 3.6: Selecting a VM size

If you think you need a different type of machine, talk to Azure’s customer service, and make sure the machine they recommend can support

the installation of Docker and Neurodesk. Next you need to create an administrator account: write a name, and a password as required.
Under “inbound ports” check “HTTP”, “HTTPS”, and “RDP”. Under licensing, check v on the statement, and then click “Review + create”

(figure 3.7). There is no need to change anything in other tabs (Disks, Networking, Management, etc.), unless the customer service told

you specifically what to do.
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Administrator account

Username * (O

Password * (O

Confirm password * (O

Inbound port rules

Select which virtual machine network ports are accessible from the public intemet. Yo
network access on the Networking tab.

Public inbound ports * &

| sample \/|

[ ]
u can specify more limited or granular

O None

@ Allow selected ports

| HTTP (80), HTTPS (443), RDP (3389) L

Select inbound ports *

“ All traffic from the internet will be blocked by default. You will be able to

change inbound port rules in the ¥M

Licensing

> Networking page.

| confirm | have an eligible windows 10/11 license with multi-tenant
hesting rights.

Review + create ‘

Review multi-tenant hosting rights for Windows 10/11 compliance '

< Previous H Next : Disks > ‘

Figure 3.7: Creating the administrator account and selecting the inbound ports

You need to wait a few minutes until the validation is completed, and then click “create” (figure 3.8). Then wait a few more minutes until

the deployment is complete.

Create a virtual machine

& CreateVm-microsoftwindowsdesktop.windows-11-win11-20230910134633 | Overview # -

 Downlozd

Iy ]
L11 Redeploy () Refresh

@ Your deployment is complete

© abcsion pesses Deployment
f Delete (% Cance
% Overview
3 Inputs
A Youkars st FOP pori) oy th tme, T ooy rccmmended o ek Fyou watchings I s, ~ ) g Deployment name:
= Outputs Subscription: i
Basics \ Template Resource group: sal
v Deplayment details
A Next steps
Set

CreateVm-microsoftwindowsdesktopwindows-...  Start time: 9/10/ 316 PM

Comelation ID: 8abdaTfa-27e4-40e3-bi3b-8a3343l

ded
020

encies  Recommen

Create another VM

Figure 3.8: Deployment is co

mplete

Once the deployment is complete, click “go to resource”. In the follwing screen you can control the machine you have created and see

detailed information about i

t.
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3.3 Remote Desktop Protocol

After you have created the virtual machine, you need to connect to it in order to install Docker and Neurodesk. Navigate to the virtual
machine interface, and find the relevant machine. If you check the square on the left, you notice that several options at the top menu
suddenly “unlock”: (1) Start. You can turn your machine on; (2) Restart. You can reboot your machine; (3) Stop. You can turn your machine
off; (4) Delete. You can delete your machine (figure 3.9).

Virtual machines = -

Isra! InterUniversity Computation Center

t Create ~» & switch to dlassic eservations (3% Manageview v () Refresh & Exporttocsv % open query v 42 wmaintenance

Subscription equals all Type equals all Resource group equalsall 3 Location equals all X T Add filter

Showing 110 10f 1 records.

Mo grouping ~ | [ 22 dist view
[ Name * Type Ty Subscription Ty Resource group 1y Location Ty Status Tu. Operating system Ty Size 1y public IP address Ty Disks Ty
[ B ample Virtual machine iucc-mri-course sample_group East US Running Windows Standard_Dds_v5 17217223274 1

Figure 3.9: Operation of the virtual machine

If you click the name of the virtual machine (sample, in this example) a new screen will open, allowing you to connect to the machine
remotely. Make sure you work on the “Overview” tab, and click “connect” (figure 3.10).

Home > Virtual machines >

Virtual machines « K2 sample 2 ¥ X

Virtual machine

0 Search « C Restat [] Stop & Capture [i] Delete () Refresh [] Openinmobile &’ Feedback [E CLI/PS

connect
sample

A Essentials JSON View
Activity log
N =] y
e = fesoureeareup (moe) smile g Operating system Windows (Windows 11 Pro)
- . Access control (1AM)
B sample Status : Running Size o D465 4w, 16 GB memony)
¢ Tags . ’

Location East US (Zone 1) Public IP address

X Diagnose and solve problems

ion (move iucc-mri-course Virtual network/subnet : sam
Settings 82dd4c3f-bced-42a9-acb6-78e83dfe353e

@ Networking Availability zone 1

& Connect Tags (edit) : Add tags

Figure 3.10: Connecting to the virtual machine

In the following screen, make sure you connect to the virtual machine using a public IP address (not a private one). Then go to the bottom
of the screen, choose the “Native RDP” option, and click “select”.

Native RDP X
ket sample ‘ Connect  * Connect from your local machine (Windows)
p Virtual machine
= Switch local machine OS
[0 search | « . - -
e — () Refresh @ Troubleshooting v 28 More Options &7 Feedback
Configure prerequisites for Native RDP
Q " 1
Overview ‘Azure needs to configure some features in order to connect to the VM.
y == Connecting using public IP address
B Activity log v @ Validating prerequisites before

172.172.232.74
A2 Access control (1AM)

@ Port 3389 access
Validating access to port 3389 on the virtual machine, Learn about Just In Time
configuration &

¢ Tags Admin username
sample

« Diagnose and solve problems @ Change the port for connecting to this virtual machine on the Connect

Port (change) page of the virtual machine.

3389 Checkaccess ©

Settings @ Public IP address

Just-in-time policy Validating the presence of a public IP address,

& Networking Unsupported by plan ~ ©

Most common

£ Disks 2 Open Remote Desktop Connection (on Windows)
Open Remote Deskiop Connection. Or change your local machine operating system to
Size view earn more
B Local machine view more instructions. Learn more
Microsoft Defender for Cloud Native ROP 5 Download and open the RDP file

Advisor recommendations Download and open the RDP file to connect to the virtual machine.

s, $ o @

Connect via native RDP without any additional software

Extensions + applications needed. Recommended for testing only. Username n

Using public IP address (172.172.232.74)
Availability + scaling Download RDP file

& Configuration

Other Information
Identity

* Forgot password?

&

1l Properties Reset password

Figure 3.11: RDP connection to the virtual machine
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A new window will open on the right - go straight to step 3, and click “download RDP file” (figure 3.11). After the download is complete,
open the “downloads” folder, and double click the RDP file. A “Remote Dekstop Connection” window will open, asking you to click the
“connect” button. After a few seconds, you will be required to insert a user name and a password - use those you chose eariler, when
you created the administrator account (figure 3.7), and then click “OK” (figure 3.12). Make sure you try connecting using a private wifi, a

hotspot, or a not secured wifi network. Secured wifi networks (like those in universities) might block the connection to the virtual machine.

¥ > ThisPC » Downloads

~ Today (2)

- Initiating remote connection.
& Remote Desktop Connection X

& Remote Desktop Connection

Date modifie ‘_ Connecting to:

»¢) 172172232 74:3389

‘Jj The publisher of this remote connection can't be identified Do you want to connect
N anyway?

This

Windows Security
ur local o

{ yo
this connection came from or have used it before

‘_ Publisher.
2 Type
Remote computer:

[ Donit ask me again for connections ta this computer

> Show Details

puter. Do not connect unless you know where

Enter your credentials

Unknown publisher

These credentials will be used to connect to 172.172.232.74.

Remote Desktop Connection

17217223274 | ST

D Remember me

Cancel

A new message will appear, asking your attention regarding the remote control session. You can check the “Don’t ask me again” option at

Figure 3.12: Remote connection process

the bottom of it, and then click “yes” (figure 3.13).

At the bottom of your screen, you will see a small logo that symbolizes the remote desktop connection. If you click it, it will occupy the
entire screen, displaying the desktop of your virtual machine (figure 3.14). The blue bar at the top of your screen, allows you to control the

'L Remote Desktop Connection X

P The identity of the remote computer cannot be verified. Do
/ you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

s Namein the certificate from the remote computer:
sample

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

L. The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate errors?

[_] Don't ask me again for connections to this computer

View certificate... Yes No

Figure 3.13: Remote Desktop Connection message
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remote session: clicking the hyphen (-) sign will minimize the remote control window, and clicking the X sign will close it completely (but
will NOT shut down the virtual machine, that will continue to run). You can use the regular power button to shut down and reboot your

machine. Pay attention that once you shut it down - you can turn it on only through the control panel (start button), as shown in figure 3.9.

m O - Eik

17217223274

Recommended &3 Sign-in options
=) 9
- Get Started 5\ Disconnect
Welcome to Windows O Shut down
O Restart
: sample @

Figure 3.14: Control panel of the remote session

One of the first things you may want to do, is creating a backup user, just in case you forget the password of the original administrator
user. Notice that if you do forget your password, and insert a wrong one too many times, your account might be locked out. But don’t
worry because it will unlock itself within 10 minutes. But, if you don’t want to wait, you can always use the other administrator account to
manually unlock it. In order to create a new local account (i.e, that exists only on your virtual machine), open the computer management
window, as shown in figures 2.8 and 2.9, but this time, under “local users and groups” choose “users”. Then right click the “users” option,
and choose “New user” (figure 3.15).

A Computer Management

File Action View Help

e H@m 6=z BE
& Computer Management (Local) Name Full Name Description
1
v N§ SystemTools %, DefaultAcco... A user account managed by the sy...
%) ESk Sf/ljeduler ) Guest Built-in account for guest access t..
- S:en;d I:V;’;’ Bl sample Built-in account for administering ...
3 ared Folders |
= B WDAGUtility... A user account managed and used...
| Groups
(%) Performance Refresh
& Device Manager Export List
v 55 Storage
#= Disk Management View >
;: ¢+ Services and Applications
Arrange Icons 3
Line up lcons
Help

Figure 3.15: Computer management window

In the window that opens, write the name and the password of the account you want to create. Don’t forget to repeat the password,
to prevent confusion. Then remove the V from the “user must change password at next logon” option, and check the “password never
expires” option instead. Choose the password wisely, and write something catchy and simple you would easily remember. After the new
account is created, right click it and choose “properties”. You can of course choose “set password” to reset the new account’s password.
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In the properties window, go to the “member of” tab, and click “add”. In the “select group” window write “administrators”. This will make

sure that you will be able to use the new account to control other accounts, and particularly unlock them. Don’t forget to click the “Check
Names” validation button”, and then “OK” (figure 3.16).

Name Full Name Description
Z;, DefaultAcco.. A user account managed by the sy..
Built-in account for guest access t..
New User ? X Built-in account fol Set Password...
P WDAGUtlity.. A user account mar Al Tasks )
User name: new
Delete
Full name: Rename
o _Pmperhes'
Description:
Help
Password: sssssese
Member of
User must change password at next logon
9® P 9 & Users Select Groups X
User cannot change password
Select this object type
I8 Password never expires Groups: Object Types
Account is disabled From this location
sample Locations
Enter the object names to select (axamples).
==
Help Create Close
Advanced. ..
Changes to a user's group membership
Add smove  are not effective until the next time the.

Figure 3.16: Crearing a new administrator account

You can modify the rdp file you downloaded eariler, and add the user name you want to log in with for the next times. Go back to the
“downloads” folder, find the rdp file, right click it and choose “edit”. In the “Remote Desktop Connection” window, make sure you work on
the “General” tab. Then go the “user name” field, and fill in the name of the account you will want to log in with in the future. Check the
“Allow me to save credentials” option, and click “save” (figure 3.17).

& Remote Desktop Connection - X

Remote Desktop
»¥ Connection

w w General Display Local Resources Experience Advanced
Connect
Organ

Logon settings

» Downloads ) k Enter the name of the remole compulter.
B Share with Skype b

Computer: 172.172.232.74.3380 ~ |

Name I-Zip >

H  Scan selected items for viruses |

% Shred using AVG “You will be asked for credentials when you connect.

& Share

~ Yesterday (2)
. l=  PDFsam Enhanced 5 > Conneclion settings
“ Coreinfo.zip . Save the current connection settings to an RDP file or cpen a
core Give access to > J saved connection.

- open.

| Hide Options Help

Figure 3.17: Editing the rdp file
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3.4 Adding more space to the virtual machine’s disk

Imagine the following scenario: you are working on your virtual machine, analyzing MRI scans, but suddenly you notice your C: drive is
almost full, and you need more space. How can you add more space to your virtual machine’s C: drive? First, you need to shut it down,
according to the instructions described before (stop button), or you won’t be able to change the size of your C: drive. Then navigate to the

virtual machine screen (in this link), find your virtual machine, click its name, and choose the “Disks” option from the menu on the left.

Then click the disk name (figure 3.18).

1= Create v

Virtual machines

Israel InterUniversity Computation Center

2 Switch to classic  ++-

<

[ Fitter for any field...

Name T

B mri21
BE rriz2
BX i3
X 24
B mri2s
BH rmrize
B2 o7
X rrizs
B mri2g
B mrio
BE izt
BX rmriz2
B 33

= Er]

e sample | Disks

Virtual machine

[ 2 search ¢

B overview

E Activity log

82 Access control (IAM)
€ Tags

K Diagnose and solve problems

Settings

Networking

W )

Connect

B Size
© Microsoft Defender for Cloud
@ Advisor recommendations

2) Extensions + applications

&

Availability + scaling
& Configuration

Identity

Properties

() Refres
0s disk
2 Swap OS disk

Disk name

Data disks

Storage type

sh 33 Additional settings

Size (GiB)

127

0 Filter by name

Showing 0 of 0 attached data disks

1= Create and attach a new disk
LUNG Disk name

No data disks attached

& Attach existing disks

Storage type

Max I0PS

500

Size (GiB)

&7 Feedback /® Troubleshoot

In the next screen, choose the “size + performance” option from the menu on the left. You can then change the storage type, and the size.
You can choose one of the options from the list, or write a specific size. Let’s change the size to 160 GB for example, and then click “save”

Figure 3.18: Navigating to the “Disks” screen

(figure 3.19). Wait a few minutes and turn on your machine.

| «
£ Ovenview
B Activity log

fa Access control (|AM)

*

Tags
K Diagnose and solve problems
Settings

& Configuration

Size + performance
Encryption

<> Networking

% Disk Export

il Properties

£ Locks
Monitoring

i Metrics
Automation

5 Tasks (preview)

£ Export template

Storage type ©

| Premium S5D (ocally-redundant storage) v

Size Disk tier Provisioned I0PS
46i8 Pl 120
3G 2 120
16 Gig P3 120
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54 GiB 6 240
128GiB P10 500
256 Gig H 1100
512G P20 2300
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2048 GiB P40 7500
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16384 GiB P70 18000
32767 Gie P80 20000

Custom disk size (GiB) * ©

[[150

v

e

@ sample_OsDisk_1_4c56972a38dd48f296e6a1565a519653 | Size + performance

Disk

Provisioned throughput
25
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Max Shares (O
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5
5
5
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Figure 3.19: Chaning the volume of C drive
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If you connect again to your machine, you would notice that C: drive remains the same, because you still need to “activate” it. Go to
computer management again (you know the drill), and choose the “Disk Management” option under the “storage” field. You will see an
unallocated space under Disk 0 (this is the disk of your virtual machine). Right click the “Windows C” partition, and choose “Extend Volume”

(figure 3.20).

A Computer Management

Q Event Viewer

22| Shared Folders

& Local Users and Groups
@! Performance

& Device Manager

sk Management

> [ Services and Applications

__________________________________________________|
= Disk 0 I N ——
Basic | Windows (C:)

159.98 GB 450 MB 99 MB 126.45 GB NTFS
Online Healthy (¢ | Healthy (Boot, Page File, Cras|

File Action View Help
- PO GEBD
& Computer Management (Local) || Volume | Layout | Type | File System | Status Actions
v [} system Tool = (Di i i
i System Tools (Disk 0 partition 3) Simple Basic Healthy (EFI System P.artmcn) ) ) Disk Management
@ Task Scheduler == Windows (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Basic Data Partitior
More Actions

Open

Explore

Change Drive Letter and Paths...

Extend Volume...

Shrink Volume...

Properties

Help

Figure 3.20: Extending C: drive’s volume - Part 1

In the “Extend Volume Wizard” click next, next and finish - no need to change anything (figure
at C: drive, you would notice that its volume is increased to the size you have stated eariler.

3.21). If you now open file explorer, and look

Extend Volume Wizard

Welcome to the Extend Volume
Wizard

This wizard helps you increase the size of simple and
spanned volumes. You can exiend a volume by adding

Extend Volume Wizard

Completing the Extend Volume
Wizard

You selected the folowing setiings:
Disk selected: Disk 0 (33791 MB)

space from one or more additonal disks.

To continue, click Next

To closa this wizard, cick Finish.

lunge Wizard

o e

use space on ane or mone disks to extend the volume.

You can only extend the vokime ta the available space shown below beceuse your disk.
cannot be convertad o dynamic or the volume being extended s a boot or system

volume.

Avalable: Selected:

I Disk0  337e1ma |
< Remaove
< Remove Al

Tetal valume siza in magabytes (MB) 163272

Maximum avaiable space in MB: 3arat

33791

L —

Select the amaunt of space in MB:

Figure 3.21: Extending C: drive’s volume - Part 2
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3.5 Creating a shared folder

Another useful tool that exists in a virtual environment is a shared folder, accessible by many users simultaneously. Navigate back to the

main screen (in this link), choose “Storage accounts”, and then click the “create” button (figure 3.22).

Storage accounts =

Israel InterUniversity Computation Center

“) Restore €3 Manageview ~~ () Refresh

‘ Filter for any field... Subscription equals all

Showing 1to 1 of 1 records.

[] Name *
D = mril

Resource group equals all X Location equals all X ‘7 Add filter

No grouping ~ ‘ | == Lie
Type T Kind Ty Resource group Ty Location Ty Subscription Ty
Storage account StorageV2 Networl herRG East US iucc-mri-course

S Open query

Figure 3.22: Storage accounts screen

In the following screen (figure 3.23), make sure you work in the “Basics” tab, choose “NetworkWatcherRG” under the Resource group field,

and choose a name for the storage account. Under “Redundancy” choose the option “Locally-redundant storage” (LRS). No need to change

other definitions (under the other tabs), unless you have been told otherwise by the customer service. Then you can click the “Review”

button, wait (a few minutes) until the validation process is complete, and then click “create”.

Create a storage account

Advanced Metworking Data protection Encryption Tags Review

nt. Choose a new of existing resource group to organize and

Subscription * ucc-mri-course

Resource group *

Instance details

Storage account name
Region {US) East US
Performance (@) Standard: &
) Premium:
Redundancy @ * Locally-red t storage (LRS, I

Next : Advanced >

Figure 3.23: Creating a storage account - part 1

After the deployment is complete, click the “go to resource” button (figure 3.23).
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, template10_1694426716588 | Overview =

’ Deployment

|;’ ISealch | « ]E Delete (&) Cancel |T) Redeploy < Download 'C_) Refresh
% Overview .
@ Your deployment is complete
3 Inputs
%= Output Deployment name: template10_1694426716588 Start time: 9/11/2023, 1:05:29 PM
= Lutputs Subscription: iucc-mri-course Correlation ID: fa9f4a26-62¢1-465b-9063-03¢0153bd033 [[B]
2 Template Resource group: NetworkWatcherRG

~  Deployment details

~  Next steps

Give feedback

& Tell us about your experience with deployment

Figure 3.24: Creating a storage account - part 2

In the following screen, choose the “File shares” tab in the menu on the left, and then click the “File share” button (figure 3.25).

template10 | File shares = =

Storage account

£ Search « I - File share IO Refresh
= Overview - File share settings
B Activity log . . ) . .
Active Directory (SMB): Not configured Default share-level permissions: Disabled Soft delete: 7 days Maximum capacity: 5 TiB Security: Maximum compatibility
@ Tags
Search file shares by prefix (case-sensitive) ‘ @ Show deleted shares

# Diagnose and solve problems
An Access Control (IAM)
Name Modified Tier
W Data migration
You don't have any file shares yet. Click '+ File share' to get started.
Events
B Storage browser

4 Storage Mover

Data storage

= Containers

e shares

M Queues

E Tables

Figure 3.25: Creating a new file share - part 1

Then you need to choose a name for the file share (think of something as informative and relevant as you can). No need to change anything
else, unless you have been told otherwise. You can then click the “Review + create” button, wait (a few minutes) until the validation is

complete, and then click “create”.
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New file share

Basics @ Backup Review + create

Name * ‘ template 10 I ‘
Tier * | Transaction optimized v |
Performance

Maximum 10/s © 1000

Maximum capacity 5TiB

Large file shares Disabled

@ You can improve performance and maximum share capacity by enabling large file shares for this storage account. Learn
more

(D) To use the SMB protocol with this share, check if you can communicate over port 445. These scripts for Windows clients
and Linux clients can help. Learn how to circumvent port 445 issues,

+ create |

Figure 3.26: Creating a new file share - part 2

Next : Backup > |

If the validation fails, make sure all the mandatory fields are not empty, and then click (again) the “Review + create” button (figure 3.26).
Notice that the maximum capacity is 5TB, but you pay only for the space you use in practice. Navigate back to the “storage accounts”
screen and choose the relevant account. Choose the “file shares” option and then click the name of file share you have created eariler
(figure 3.27).

Storage accounts « < template10 | File shares » =

-
Israel InterUniversity Computation Center Storage account

oy

+ Create /) Restore --- |)7 Search ‘ « - File share O Refresh

| = Overview File share settings

Filter for any field.

Name T Activity log Active Directory (SMB): Not configured Default share-level permissions: Disabled Soft delete: 14 days Maximum capacity: 5 TiB

Tags

|
N
Diagnose and solve problems
template10 . X o P
R
w

Security: Maximum compatibility

‘ Search file shares by prefix (case-sensitive)

Access Control (IAM) (® ) Show deleted shares

Data migration

Events Name Modified Tier Quota
S Storage browser Al template110 9/11/2023, 1:31:43 PM Transaction optimized 5TiB

& Storage Mover

Data storage
= Containers
M Queues

B Tables

Figure 3.27: Navigating to the “file share” tab

In the following screen click “connect”. A new windows will open on the right: choose the letter of the drive (any letter is good), click the
“show script” button, and copy the script to your clipboard (figure 3.28).
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Home > Storage accounts > template10 | File shares >
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Figure 3.28: Copying the script of the file share

Now, connect to the virtual machine remotely, and open Windows Powershell as administrator. In the Powershell window, paste the script
you copied eariler, and press enter. Wait until you see the line “CMDKEY: Credential added successfully”, open the file explorer and click
“This PC”. You would notice that a new drive (with the letter Z) appears, with a capacity of 5 TB. This is the shared folder you created (figure
3.29). Anyone with the script can add the link to the shared drive, as described here. Anyone who can access the shared folder can modify
the files and folders inside it (everyone has the same permissions, so it’s important to be careful and avoid deleting files that other people
may use). The link to the shared drive will continue to exit after the virtual machine reboots.
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Figure 3.29: Adding a link to the shared drive
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Now that the virtual machine is ready, you can continue and install Docker and Neurodesk. The installation process is almost identical to the
one on a physical station, except there is no need to check the prerequisites and turn on the WSL 2 feature. You do need to install the WSL
kernel update (in case you encounter the error message shown in figure 2.5). If you create “regular” users on the virtual machines (without
administrator privileges), make sure to give everyone a “full control” permission to the Docker application, as explained previously.

3.7 Tips and insights
Let’s try summarizing few tips and insights regarding the installation of Docker and Neurodesk on virtual machines:
e Don’t create many virtual machine before you make sure you can successfully install Docker and Neurodesk on ONE machine.

¢ Don’tinstall Windows Server (2019, 2022 or other versions) on your virtual machine - the internet is full of people who tried installing

Docker on this operating system, but failed.

e Consult Azure customer service about your machine. Don’t hesitate to tell them what you need, and if something is not right - let

them know, so you could fix it together.

¢ If you work with Neurodesk - work only with the local C: drive of your machine. The shared drive does not “interact” well with Linux.

It’s best to use local paths while working on Neurodesk.
¢ If you want Neurodesk to work fast - ask the costomer service for a strong machine with powerful processor, and big amount of RAM.
¢ Monitor the C: drives of the machines, and extend their volume if necessary.

¢ If end users need to work with the machine - write specific instructions how to do it. They might not know how to use the RDP file

properly.

e You can ask Azure for a virtual machine that already contains a Docker installed. If you do that - make sure it works fine without

additional actions or installations.

¢ Working with Azure console requires some patience - when you create, delete, stop, start or do other actions, wait a few minutes
until their completion. You can click the bell button at the top of your screen and read notifications regarding actions you have made.

* You are charged for every hour each machine works. If not in use - shut the machines down.

e Try preparing the machines few weeks before you actually need to use them. You will need this time to fix bugs and unexpected

errors.

e Don’t hesitate to use the internet in order to find useful information - many people have tried installing Neurodesk in the past. Their

experience is priceless, and they will probably be happy to help if you ask politely.

¢ Stack overflow is a great platform to exchange ideas and thoughts. You can also consult Neurodesk’s developers, in this link.
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